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Collaborating with partners
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D]SA\ Did you know?

« A STIG Collaboration project is on SoftwareForge.mil

 https://software.forge.mil/sf/go/proj2530
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What is available?

e Discussion Forums

Forum Summary

Forum Name + Topics + Posts -
MacOS 0 0

This discussion is for stigs related to the Macintosh O3 Stigs

Beta - Stig Applicability Guide 2 3

This is the beta version of our upcoming Stig Applicability Guide. Test, review, and comment in this discussion

YouTube video suggestions 1 1
VWe are asking the community to comment on what youtube video they would like us to create related to the stig

viewer product. Our first one was where to find it on IASE, download, install, and load the stigs.

https:/iwww. youtube comfwatch?v=LdBfJZ7aK9w

Windows Server 2016 STIG PowerShell scripts 1 1
Powershell DSC is a native facility within Microsoft Windows to define and enforce configurations. This package

provides PowerShell DSC configurations that implement most of the Windows Server 2016 STIG. While the

content has been tested during development, all possible system and environmental factors could not be tested.

Before using this content in a production environment, please perform testing with the intended settings in your

own test environment. There is no mandate to use this content; it is published as a resource to assist in the

application of security guidance to your systems. Use it in the manner and to the extent that it assists with this goal.
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What is available?

 Discussion Forums (cont.)

Windows 2016 Chef automation 2 3
Chef is an open source, cross-platform configuration management solution used to define and enforce system and

application configurations. This package provides Chef configurations that implement most of the Windows Server

2016 STIG Provide all feed back with in this discussion forum by creating a new topic using the button on the lower

right. Sort the posts below by the "created on date"” so the Chef zip file is the first posting.

RMF 0 0
We have shared RMF documents over in the documents section on software forge. You may use these as

template for your own RMF efforts. We will not be addressing any questions related to the examples shared or the

RMF process. hitps://software.forge. mil/sf/docman/do/listDocuments/projects . stig_collaboration/docman.root. rmf

Request a STIG 7 9
This forum will be used for the community to post a request or comment on currently requested new stigs.
Draft STIGS for comments 0 0

Currently available draft stigs will be posted in this forum. Download the comment matrix and send send it to the
STIG help desk. disa.stig_spt@mail. mil
General Manual STIG Discussion 14 47

This forum is for the discussion of manual stig checks. to include any errors or oversights.
2 post(s) awaiting approval

u
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What is available?

* File Distributions for compliance and remediation

Package Summary \ Y Filter" |
Package =1 + LatestRelease
ReIEases | atest 4 4+ Created

Release Maturity By

Y
Apple i03 12 Final stig 1 Apple i05 12 None Aaustin
Apple i05 12 Final stig Final Stig Hershey -
1017/2018
917 AM
Apple OS5 X 1013 STIG 1 Apple O3 X None Tadd
Apple OS X 10.13 STIG 10.13 STIG Clouse -
1017/2018
1117 AM
CISCO 10S XE Ansible Compliance & Enforcement Automation 1 105 XE Beta Ryan
Ansible is an open source, cross-platform configuration management solution used to define and enforce system and application configurations. This package provides Ansible Release 3 Spencer -
configurations that implement most of the Cisco 105 XE Release 3 RTR and NDM STIGs. While the content has been tested during development, all possible system and C&E 03M12/2019
environmental factors could not be tested. Before using this content in a production environment, please perform testing with the intended settings in your own test Automation 1:42 PM

environment. There is no mandate to use this content; it is published as a resource to assist in the application of security guidance to your systems. Use it in the manner and to
the extent that it assists with this goal.
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What is available?

* File Distributions for compliance and remediation (cont.)

Firefox benchmarks and configuration file 3 Firefox Pre- Brian
Firefox benchmarks for Windows and Red Hat. Configuration file for Firefox settings. Configuration General  Snodgrass
files VIR1  Availability -
02/26/2019
6:09 AM
McAfee VirusScan benchmarks 2 McAfee Pre- Brian
Benchmarks for McAfee VirusScan managed and local versions. ViruScan General  Snodgrass
managed Availability -
Client 02/26/2019
benchmark 6:03 AM
V1R1
RHEL 7 CHEF Tool 1 RHEL7 General  Brian
Chefis an open source, cross-platform configuration management solution used to define and enforce system and application configurations. This package provides Chef CHEF Tool  Availability Snodgrass
configurations that implement most of the Red Hat Enterprise Linux 7 STIG. -
121712018
7:30 AM
RHEL 7 V2R1 STIG Ansible Tool 1 RHEL 7 General  Brian
Ansible playbook for the RHEL 7 V2R1 STIG. V2R1 Availability Snodgrass
Ansible Tool -
01/15/2019
6:16 AM
SCC5.1 1 SCC 5.1 Stable Brian
SCC version 5.1 Snodgrass
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D]SA\ What are the benefits?

TECHNOLOGY ADDPTION CURVE

Everett Rogers - Diffusion of Innovations 1962

345 34%

EARLY LATE
MAORITY MAUORITY

13.5%

2.5%
INROVATORS
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DISA\ What does it cost?

 Only your time to participate
* Project participants must have a CAC
 Thereis no fee for clients of the project
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D]SA\ How do | join?

 https://software.forge.mil

' Top5 | Most Recent Projects El
1 DCGS-MC 08/27/2018
2 GCCS-JE 04182018
3 DCGS-MC All Source Intelligence 04/11/2018
4 STIG Collaboration 0372212018
5  GCCS PPA Repository - PRIVATE - 1919 02/21/2018
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D]SA\ Select the join icon on the left

\Jnin this Frcuj-EH:I‘

UNCLASSIFIED TRUST IN DISA: MISSION FIRST, PEOPLE ALWAYS!



UNCLASSIFIED

software DA This tains ic content — Highest classification is UNCLASSIFIEDIFOUO
Fopge o is page contains dynamic content — Highest classi on is

Welcome, Jason Mackanick (mackanickjason)

@ HELP & LOGOUT

suroto 0 ST I

4 [ Frosecrs v | wvwoncseace | searcr [ rstony v [ comunry [ eermr [ crar | support |
# 4 (G e b — - € i

Project Home Tracker Source Code | File Releases Documents Wiki Discussions Reports Project Admin

STIG Collaboration /| STIG Collaboration

Configure: Off

o Forge.mil has implemented a security policy in accordance with NIST Special Publication 800.53, Revision 4, Access Control (AC) policy AC-2(3). This policy requires all Forge.mil users to login within 30 days or they will be disabled.

STIG Collaboration

FO Pgﬁ T:#:- ‘ Mission/Vision

| Edt Content

The STIG Collaboration Project on Software Forge will provide a "space" for STIG SMEs to collaborate with their user community and for the user community to interface with the

STIG Collaboration SMEs.

The STIG Collaboration

Project on Software

Forge will provide a "

space” for STIG SMEs to

collaborate with their Project News
user community and for
the user community to
interface with the STIG
SMEs

Discussions
Use the Discussions tab to ask questions and the community of users can answer your guestions.
hestorlaurie - 05/01/2018 9:23 AM CDT

Project Created: 03/22/2018
Project Categorization

DoD Component / Deputy
Secretary of Defense / Assistant
Secretary of Defense for
Netwaorks and Information
Integration / Defense Information
Systems Agency

Mission Area/Domain / Enterprise
Information
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Delete | Edit




UNCLASSIFIED

UNCLASSIFIED TRUST IN DISA: MISSION FIRST, PEOPLE ALWAYS!



UNCLASSIFIED

DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

|;Iwww.disa.mil OIUSDISA ) @USDISA
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n Facebook/USDISA

fﬂ"OW S L4 Twitter/USDISA
I
Industry partners can request a meeting
with DISA by completing a form at
www.disa.mil/about/industry-partners.

www.disa.mil




